VCCCD — “Staff” Wireless Setup for Vista users

Not Connected

L‘. Wireless networks are available.
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Connect to 2 network >

cnnect to a network

Networkamd-Strarimy Center
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Step 1: Using the mouse, click on the network icon located on the task bar, lower right hand corner. Select
“Connect to a network” as shown above.

.y % Connecttoanetwork

Select a network to connect to

Show [All -] (4]

1 | o r Sacudhianshlad network ‘
I - ’ Connect “!“ ‘

} Properties

‘ Diagnose

Set up 2 connection or network
Open Network and Sharing Center

[ Connect ][ Cancel ]

Step 2: In the “Connect to a network” area, right-click on the “staff” network. In the drop-down box select
“Properties” to configure your wireless settings.
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staff Wireless Network properties 5
Connection | Securi
Name: staff
SSID: staff
Network Type: Access point

Network Availability: All users

Connect automatically when this network is in range
Connect to a more preferred network if available

[ Connect even if the network is not broadcasting

Step 3: “Staff” - Connections Tab

Wireless Network properties need to validate that the
top two boxes are checked. Leave the “not
broadcasting” box unchecked.

 staff Wireless Network properties =

seaty |

Security type: |wpA2Enterprise -

Encryption type: [AES v]

Step 4: “Staff” - Security Tab

Choose a network authentication method: Wireless Network properties need to validate that the top

|Protected EAP (PEAP) v [ Settings... ] two boxes are checked. Leave the “not broadcasting” box

Cache user information for subsequent connections unchecked.
to this network

ok ][ concel
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When connecting: . .
oot 5 et Step 5: Network Authentication method (Protected

EAP -PEAP)

| Connect to these servers:

Trusted Root Certification Authorlties:

] Ciass 3 Public Primary Certification Authority A) Make sure that “Validate server certificate” is not
[] GTE CyberTrust Global Root checked.

["] Microsoft Root Authority

[] Microsoft Root Certificate Authority
[7] symantec Root 2005 CA b
[7] Ssymantec Root CA . . "
L;J T;:wue Briri e L e B) Make sure that every box is not checked in the “Trusted

< | it | » Root Certification Authorities” area.

Do not prompt user to-authorize new servers or trusted
certification authorities.

>

m

C) Select from the drop-down the “Secured password (EAP-
MSCHAP v2)” from the list. Leave every box unchecked.

Select Authentication Method:

[Semred password (EAP-MSCHAP v2) '] [ Configure... ]

["]Enable Fast Reconnect
[ Enable Quarantine checks
|| Disconnect if server does not present cryptobinding TLV

ok J[ concel |

Step 6: Enter Credentials

a) Username: Use you Active Directory (AD) username

Uses came: b) Password: Your AD password

Passuord:

Logon domerc c) Leave Login domain blank
click OK




