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Multi-Factor Authentication

Multi-factor authentication(MFA) is a layered approach to securing your
online accounts and the data that they contain. With MFA enabled for
VCCCD accounts, the likelihood of compromise is reduced by 99%,
according to Microsoft (https:/www.zdnet.com/article/microsoft-using-
multi-factor-authentication-blocks-99-9-of-account-hacks/). VCCCD will
continue to expand options for authentication.

The videos and resources below will guide you in preparing for, and
managing, MFA for your account.

Setting up MFA

Frequently Asked Questions

Videos

https://www.vcced.edu/departments/information-technology/information-security/multi-factor-authentication
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https://www.zdnet.com/article/microsoft-using-multi-factor-authentication-blocks-99-9-of-account-hacks/
https://www.vcccd.edu/departments/information-technology
https://www.vcccd.edu/departments/information-technology/data-access
https://www.vcccd.edu/departments/information-technology/distance-education
https://www.vcccd.edu/departments/information-technology/district-help-desk
https://www.vcccd.edu/departments/information-technology/email
https://www.vcccd.edu/departments/information-technology/information-security
https://www.vcccd.edu/departments/information-technology/information-security/multi-factor-authentication
https://www.vcccd.edu/departments/information-technology/information-security/credential-theft-defense
https://www.vcccd.edu/departments/information-technology/information-security/encrypting-sensitive-emails
https://www.vcccd.edu/departments/information-technology/information-security/mobile-and-cloud-data-storage
https://www.vcccd.edu/departments/information-technology/information-security/passwords
https://www.vcccd.edu/departments/information-technology/information-security/phishing-awareness
https://www.vcccd.edu/departments/information-technology/information-security/sensitive-data-definitions
https://www.vcccd.edu/departments/information-technology/information-security/email-impersonation-detection
https://www.vcccd.edu/departments/information-technology/team-request-form
https://www.vcccd.edu/departments/information-technology/myvcccd-portal
https://www.vcccd.edu/departments/information-technology/office-365-faculty-staff-licensing
https://www.vcccd.edu/departments/information-technology/office-365-student-licensing
https://www.vcccd.edu/departments/information-technology/phones
https://www.vcccd.edu/departments/information-technology/remote-access
https://www.vcccd.edu/departments/information-technology/starfish
https://www.vcccd.edu/departments/information-technology/strategic-technology-plan
https://www.vcccd.edu/departments/information-technology/use-agreement-ap-3720
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VCCCD Zoom
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https://www.vcccd.edu/departments/information-technology/vcccd-zoom

